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1. Introduction

Kircubbin Integrated Primary School recognises that ICT and the internet are fantastic tools
for learning and communication that can be used in school to enhance the curriculum,
challenge students, and support creativity and independence. Using ICT can benefit
everyone in the school community, but it is important that the use of the internet and ICT is
seen as a responsibility and that students, staff and parents use it appropriately and practice
good e-safety. It is important that all members of the school community are aware of the
dangers of using the internet and how they should conduct themselves online.

2. E-Safety

The purpose of this E-Safety policy is to support safe and effective use of electronic
communications using internet technologies and electronic communications. There is a
‘duty of care’ for any persons working with children and educating all members of the
school community on the risks and responsibilities of e-safety falls under this duty. It is
important that there is a balance between controlling access to the internet and technology
and allowing freedom to explore and use these tools to their full potential.

The main concern is safeguarding children in the digital world. At Kircubbin Integrated
Primary School we highlight the importance of understanding and using new technologies in
a positive way to support learning and allow pupils to use technology with confidence. This
policy aims to support pupils to behave safely online, to know how to recognise unsafe
situations and how to respond to risks appropriately. This policy works in conjunction with
all other policies, including our GDPR Data protection policy and our Positive Behaviour
Policy. These are available on our school website.

The School E-Safety Coordinator is Mrs C Downes.

SIgNAtUre: ..o

SIgNAtUre: .o

3. Communicating School Policy

This policy is available from the school office and on the school website for parents, staff,
and pupils to access when and as they wish. E-Safety is integrated into the curriculum in any
circumstance where the internet or technology are being used, and during PDMU lessons
where personal safety, responsibility, and/or development are being discussed.

4. Making use of ICT and the Internet in School
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The internet is used in school to raise educational standards, to promote pupil achievement
and to support the professional work of staff. Technology is advancing rapidly and is now a
huge part of everyday life, education and business. We want to equip our students with all
the necessary ICT skills that they will need in order to enable them to progress confidently
into a professional working environment when they leave school. Some of the benefits of
using ICT and the internet in schools are:

For students:

e Unlimited access to worldwide educational resources.

e Contact with schools in other countries resulting in cultural exchanges between
pupils all over the world.

e An enhanced curriculum through interactive learning tools and collaboration.

e Access to learning whenever and wherever convenient.

e Freedom to explore the world and its cultures from within a classroom.

e Individualised access to learning.

e Use of the Internet to investigate and research school subjects, cross- curricular
themes and topics related to social and personal development.

e The development of pupils’ competence in ICT skills and their general research skills.

For Staff:

e Professional development through access to educational materials and examples of
effective curriculum practice and classroom strategies.

e Improved access to technical support.

e (Class management.

For Parents:

e Use of our school app. The KIPS app sends notifications, latest updates and any
important information.

e Access to our school website. On the website class information, policies and the
school calendar.

5. Education of Pupils

The Internet is an integral part of pupils’ lives, both inside and outside school. Kircubbin
Integrated Primary School seeks to enable pupils to experience the benefits of
communicating online with their peers, in relative safety. To achieve this, E-Safety is
discussed with pupils on a regular basis. This will take the form of age-appropriate lessons,
Safer Internet Day and visits/presentations from local agencies such as the P.S.N.I.

Through these activities:
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e Pupils will know how to report an E-Safety problem.

e Pupils will use age-appropriate tools to search for information online.

e Pupils will be taught to be critically aware of materials they read and shown how to
validate information before accepting it as accurate.

e Pupils will develop an understanding of what is acceptable and what is not. They will
be given clear objectives for internet use.

6. Internet Safety

In-school online access is supported by the C2K Education Network. This provides a filtered
access for all users on all equipment when using the network in school. C2K EN categorises
websites as Red (unavailable) and Green (available) for all users.

In addition, Kircubbin Integrated Primary School can permit and allocate access rights to
individual users of Social Media Groups, Streaming Media Groups or Advanced Groups. This
is at the discretion of the principal. Teachers in Kircubbin Integrated Primary School have
been provided with access to Streaming Media e.g. YouTube, Vimeo and BBC iPlayer. The
acceptable use of these resources is explained in Kircubbin Integrated Primary’s Acceptable
Use Policy within this document.

To help maintain an effective filtering system staff in Kircubbin Integrated Primary School
may request sites are arbitrated by C2K and may change category. All unsuitable sites
should be reported to C2K either by emailing filtering@c2kni.net or by telephoning the C2k
Service Desk at 0870 6011666. Access to the internet via C2K EN is fully auditable and
reports are available to the principal.

7. Email Security

The school uses email internally for all staff. Staff will only use official school provided email
accounts for professional communications. Personal email accounts will not be used in
school e.g. Gmail. C2KEN provides filtering and security on these accounts and messages are
checked for viruses, malware, spam and inappropriate content.

8. Published content and the school website

The school website is viewed as a useful tool for communicating our school ethos and
practice to the wider community. It is also a valuable resource for parents, students, and
staff for keeping up-to-date with school news and events, celebrating whole-school
achievements and personal achievements, and promoting school projects.

The website is in the public domain, and can be viewed by anybody online. Any information
published on the website will be carefully considered in terms of safety for the school
community, copyrights and privacy policies. No personal information on staff or pupils will
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be published, and details for contacting the school will be for the school office only. For
information on the school policy on children’s photographs on the school website please
refer to section 8.2 of this policy.

8.2 Policy and guidance of safe use of children’s photographs and work

Colour photographs and pupils work bring our school to life, showcase our student’s talents,
and add interest to publications both online and in print that represent the school.
However, the school acknowledges the importance of having safety precautions in place to
prevent the misuse of such material.

Under the Data Protection Act 1998 images of pupils and staff will not be displayed in
public, either in print or online, without consent. On admission to the school parents/carers
will be asked to sign a photography consent form. The school does this so as to prevent
repeatedly asking parents for consent over the school year, which is time-consuming for
both parents and the school.

Parents will be contacted annually for consent.

8.3  Complaints of Misuse of Photographs or Video
Parents should follow standard school complaints procedure if they have a concern or
complaint regarding the misuse of school photographs. Please refer to our complaints
procedure policy for more information on the steps to take when making a complaint. Any
issues or sanctions will be dealt with in line with the school’s Child Protection policy and
behaviour policy.

9. Cyberbullying

Cyberbullying, as with any other form of bullying, is taken very seriously by the school.
Information about specific strategies or programmes in place to prevent and tackle bullying
are set out in the Positive Behaviour policy. The anonymity that can come with using the
internet can sometimes make people feel safe to say and do hurtful things that they
otherwise would not do in person. The Acceptable Use Policy will make clear what
behaviours are expected by all stakeholders to avoid incidents.

Cyber Bullying can take many different forms and guises including:
e Email — nasty or abusive emails which may include viruses or inappropriate content.

e Social Networking Sites — typically includes the posting or publication of nasty or
upsetting comments on another user’s profile.

e Online Gaming — abuse or harassment of someone using online multi-player gaming
sites.

e Mobile Phones — examples can include abusive texts, video or photo messages.
Sexting can also occur in this category, where someone is encouraged to share
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intimate pictures or videos of themselves and these are subsequently transmitted to
other people.

e Abusing Personal Information — may involve the posting of photos, personal
information, fake comments and blogs, or pretending to be someone online without
that person’s permission.

If any user experiences or witnesses anything which they believe may be an E-Safety issue
they should report this to the school immediately. Should an incident occur, The Designated
Teacher for Child Protection (Mrs Smyth) will be informed. Outside agencies will be
contacted when necessary.

10. Smartwatches

A smartwatch can be defined as:
‘a wearable computing device that resembles a wristwatch but possesses advanced
functions similar to a mobile phone, such as the ability to make/receive calls, send/receive

messages, access the internet, take photographs, or record audio/video’.

School encourages pupils to wear analogue or digital watches for the purpose of telling the
time. The following applies to Smartwatches only.

1. Bringing Devices to School
e Pupils are not permitted to bring smartwatches to school unless prior
written permission has been granted by the Principal for exceptional

circumstances.
o If a device is brought without permission, it will be confiscated and returned

only to a parent or guardian.

2. Safeguarding and Privacy
e Permitted devices must never be used to take photos, videos, or record

audio on school premises.
e Any breach of this rule will result in immediate confiscation and disciplinary

action.

3. Sanctions
o First breach: Device confiscated until end of day.
e Repeated breaches: Device held until collected by a parent/carer and
possible further sanctions.

Exceptions

e Devices may be used for medical reasons or educational purposes with prior
approval.
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Kircubbin Integrated Primary School Acceptable Use of Electronic Technologies Policy

Acceptable Use Guidelines

This policy seeks to make clear, agreed, safe and acceptable use of electronic technologies
including email, use of C2K network- Education Network, social media and digital images for
all stakeholders (e.g. pupils, all staff, parents, governors, visitors and volunteers).

General

e Use of ICT in the Northern Ireland education community must be in support of the
aims and objectives of the Northern Ireland Curriculum.

e All users must comply with all copyright laws.

e All users must limit their use of the Internet for school related purposes-
examples of this include the use of email, the use of the Internet to investigate and
research school subjects and staff using the Internet to further develop their
professional development.

e All users are expected to behave in an appropriate manner when communicating
with others.

e All users must be aware that the use of the Internet in schools is a privilege and not a
right and this privilege will be withdrawn if it is misused.

e All users must respect the hardware and software that has been made available to
them.

e All users must respect the work of others.

e All Internet use will be accessed using the C2K network.

e All staff must ensure their passwords are not visible to others and must
under no circumstances give their passwords out to anyone else.

e All staff should use the C2K email system as a means of communication. The C2K
Network filtering solution provides security and protection to C2K email accounts.

e All staff should avoid social-networking with anyone under the age of 18. (See school
Social Media Policy for more detail).

e In addition to this policy all staff, pupils and visitors must adhere to the school’s
mobile phone policy.

Acceptable use by Pupils
Pupils in Key Stage 2
e To understand that computers are only for school and homework use, unless
permission has been granted otherwise.
e To use the internet for approved purposes only.

e To behave kindly and politely when working online.
e To use passwords and keep them private.
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e To avoid using your personal information, e.g. full name, telephone number,
address, school name.

e To only use websites suitable for your age.

e To report anything you think is rude, unkind or unsafe as soon as possible to the
adult in charge.

e To avoid sharing or showing anything unsuitable, unkind or unsafe with other
children.

e Speak to an adult — your parent, your class teacher our Designated Teacher Mrs
Smyth or Deputy Mrs McManus.

e To avoid taking images or recordings of others unless it is part of an assigned task
and you have been instructed to do so by the teacher. In this case it must always be
on a school device.

e To understand that electronic devices with downloadable capabilities shouldn’t be
brought to school (unless there is permission from the principal) because they:
-are valuable and may be lost or stolen.

-are capable of storing images that are inappropriate.

e To understand that pupils who consistently choose not to comply with these

expectations may be denied access to Internet resources.

Pupils in Key Stage 1

e | will be kind and polite when working on the computer.

e | will use a password.

e | will not use personal information, e.g. full name, telephone number, address,
school name.

e | will only use websites suitable for my age.

e | will tell an adult about anything I think is rude, unkind or unsafe as soon as possible.

e | will not show anything rude, unkind or unsafe to other children.

e To understand that electronic devices with downloadable capabilities shouldn’t be
brought to school (unless there is permission from the principal) because they:
- are valuable and may be lost or stolen.
-are capable of storing images that are inappropriate.

Pupils in Foundation Stage

e | will be kind and polite when working on the computer.
e | will only use websites my teacher has picked.

e | will tell an adult if | go out of a website.

e | will tell the teacher if | see something rude.

e | will tell the teacher if | see something rude or scary.

e | will use a password.

On an annual basis, parental permission is sought from parents before pupils access the
internet.
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Parents

e To be aware that the use of the Internet in school is closely monitored by staff and
that there will be no use of the Internet without the supervision of staff. This will be
in full view of others, e.g. the classroom or the ICT Suite.

e To support children’s use of technology at home in relation to school learning taking
into consideration Pupils’ Acceptable Use Policy.

e To be aware that the use of ICT is complimentary to the teaching already done. i.e.
the use of computers and iPads in the classroom is an additional educational tool.

e To be conscious that when photographs of pupils are used children’s full names will
not be available online at any stage.

e To be aware that occasionally children’s work will be celebrated on the school
website or social media platform.

e To be mindful that no photographs of children will be available online without
parents giving their permission. This is sought annually.

e To ensure children do not bring equipment with digital recording technology (e.g.
mobile phones, smart watches etc), to school without the prior agreement of the
principal. | agree to my child’s device being immediately confiscated if an adult in
school believes it is being used or will be used.

e To only take digital images of their own individual children when on the school
premises, accompanying class trips or attending school events. The exception to this
will be on the specific invitation of the principal — parents/guardians may take
digital images and recordings of pupils on personal equipment. e.g. When in the
audience at class assemblies.

e To be aware that the social networking sites, such as Facebook and Instagram,
adhere to strict ‘over 13’s” age policies. Other social networking and messaging
sites/apps also have age restrictions.

Name:

Signed: Date:
(Chair of Governors)
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